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Protecting Everybody

Your organization's
products contain

data for over

e 12.1 million people



connected devices per person:

o

[e]

Total Global Impact of Cyber Cybercrime Losses 54.7% of US information

Crime [has risen to] US $3 [reported in the US] security pros told not to
Trillion, making it Exceeded $10 Billion report incidents.®

more profitable than the global in 2022.4

trade in marijuana, cocaine
and heroin combined.3

1. https://cybermap.kaspersky.com/ 4. https://www.securityweek.com/cybercrime-losses-exceeded-10-billion-in-2022-fbi/
2. https://www.statista.com/statistics/1107206/average-number-of-connected-devices-us-house/ 5. https://www.theregister.com/2023/04/11/in_brief_security/
3. https://www.europol.europa.eu/iocta/2018



The Weakest Link

Firewalls?

Web Browser? Passwords?

Endpoints?



><] Phishing



S How Does It Happen?

2018 Data Breach
Investigations
Report

11t edition

Phishing and pretexting represent
. 93% of breaches. Email continues
to be the most common vector
(96%).




>4 Social Engineering

Social Engineering Attacks
What They Are Doing With It

https:/ /www.verizon.com/business/resources/reports/dbir/
https:/ /www.youtube.com/watch?v=lc7scxvkQOo



= Phishing and Spear Phishing

A malicious use of email messaging to either penetrate a network, gather sensitive information, or
elicit unapproved goods or services from the company.

[External] STATEMENTS & AGREEMENTS — Message (HT...

[External] STATEMENTS & AGREEMENTS

RB Relyance Bank <noreply@hp8i.com>
o @Syd Harris <sydharris@yourorg.com> Tue 8/15/2023 9:05 AM
)

Message.html
721 KB

You've received an encrypted message from Relyance Bank, National Association.
To view your message

Save and open the attachment (message.html), and follow the instructions.
Sign in using the following email address: sydharris@yourorg.com |

This email message and its attachments are for the sole use of the intended recipient or
recipients and may contain confidential information. If you have received this email in error,
please notify the sender and delete this message.

Message encryption by YourOrg Security System.

Source: Phishing emails sent to YOURORG employees



= Phishing and Spear Phishing

A malicious use of email messaging to either penetrate a network, gather sensitive information, or
elicit unapproved goods or services from the company.

[External] Expired Credentials — Message (HTML)

[External] Expired Credentials

weqk Form = PORT <reed@butelaw.ca>
speqrphishing ® o ®@Doogie Hogan <doogiehogan@yourorg.com>

Source: Phishing emails sent to YOURORG employees



= Phishing and Spear Phishing

A malicious use of email messaging to either penetrate a network, gather sensitive information, or
elicit unapproved goods or services from the company.

Stub — Message (HTML)

[External] Stub

an Adler <noreplv@unica.marke
To @Payroll<payroll@yourorg.com> Thu 9/07/2023 5:15 PM

| hope this email finds you well

| have moved my accounts to a different bank, | need you to help me change my account details on records | am
able to access employee portal however it says error code#AT479821PL each time | tried to Modify Direct deposit
information.

Strong Form
Spearphishing

Pls advise if my new account and Routing number is sufficient to effect this change otherwise Can | just send you a
voided check? Kindly indicate if there is any deadline to get this done.

Lastly Can you give me a rough estimated amount before taxes on my next pay then ill send the account info.

Thank you

Bryan Adler

YOURORG, LLC

Source: Phishing emails sent to YOURORG employees



= Phishing and Spear Phishing

A malicious use of email messaging to either penetrate a network, gather sensitive information, or
elicit unapproved goods or services from the company.

URGENT REQUEST - Message (HTML)

[External] URGENT REQUEST
MP Managing Partner <managing.partner@my.com>
@ o @Brady Thompson <bradythompson@yourorg.com>

Available!! Cell Phone Number?? e

Alan P. Halt

Chief Executive Officer
Atlanta, GA

MyCorp Law

Whale
Phishing

Source: Phishing emails sent to YOURORG employees



Source: https://www.youtube.com/watch?v=wcXw3q9IL7M



XX What Can They Do?

[External] Hello — Message (HTML)

Kathy Blue <kb13 . -
B . - 2 7 in (BEC) losses in 2022

Business Email
Compromise (BEC)

increcsec 81%

$4.9m per incident

Source: https://www.wsj.com/articles/americans-lost-a-record-10-3-billion-to-online-scammers-last-year-fbi-says-274d6139?mod=lead _feature _below_a_posI



>< The OTHER Major BEC Threat

[External] Hello - Message (HTML)

[External] Hello

Kathy Blue <kb1234@aol.com>

Tue 4/25/2023 12:55 PM

How are you, | need a favor from you

| just tested positive for the COVID - 19 and i can't talk on the phone right now that's why | emailed you,
sorry for the inconvenience | need to get an eBay gift card for my nephew, it's his birthday but | can't do this
now because I'm seriously ill and my doctor said | should stay indoors for some reasons. | have tried to
purchase it online but unfortunately have no luck with that, can you get it from any store around you, I'll
reimburse you as soon as possible. Let me know if you can handle this

Kathy

https://www.zdnet.com/article/phishing-scams-are-costing-us-more-than-ever-this-trick-is-most-likely-to-catch-you-out/

Trick employees
into sending gift
cards

Low Value (<$250)
Difficult to Trace

Favorite Targets:
Google Play, eBay,
Target, iTunes,
Walmart, Best Buy,
Amazon, Steam, &
the Apple Store



= Report Phishing

Reporting a suspected phishing email is easy!

[External] DD Audit — Message (HTML)

[External] DD Audit
KA Cathy Jackson <servicioalcliente@comemex.com.mx>
@ To @Brady Thompson <bradythompson@yourorg.com>

Hi Brady

Tue 4/25/2023 10:05 AM

I need your assistance with re-updating my banking information, what details do i need to provide to update
my direct deposit on record?

ice President of Services
at YOURORG, Inc.




= Phishing Review

« What Threat Actors Want

 Phishing Types
 Phishing
« Weak-Form Spear Phishing
 Strong-Form Spear Phishing

« Whale Phishing

« Business Email Compromise

« Reporting Phishing




bB== Basic Work Security



Newest
Technology
to Help
Track Your
Passwords

Source: https:/ [www.youtube.com/watch?v=Srh_TV_J144



B

Property Requirements

A-Z
a-z
Characters allowed 0-9
@#$% &%= _t+=[1(}\:,.2/° =" ();

blank space

Length constraints A minimum of 8 characters and a maximum of 256 characters

Requires three out of four of the following:
Lowercase characters

Password restrictions Uppercase characters

Numbers (0-9)

Symbols (no unicode)

Every 60 days
Password expiration Do not reuse passwords
Keep Them Different




B

Best Password
Requirements

« Length (min 15 chars)
« No complexity requirements
- Change once per year




B

‘Secure’ 8-character password example:
R&2Lf"v!

TIME TO HACK: 3 Hours

Passphrases can be easier to
remember:

The Hills Are Alive
Th3H1lls@r3@llv3!

TIME TO HACK: zoi Trillion Years

ooooo https://www.itsecurityguru.org/2023/05/18/time-taken-for-hackers-to-crack-passwords-revealed



-
Clean Desk Policy

* Always protect the data

e Screens or documents should
not be viewable when you’re
not there




O Your Laptop

M DO x| DO NOT
«  Store data in OneDrive/SharePoint «  Store data on the C:\ drive
«  Turn off Wi-Fi if notin use « Let other people use it for anything
« Lockitup if leftin a hotel room «  Visit sites you do not want disclosed!
« Coverlifleftinacar * Leave your laptop unattended

Source: The Art of Invisibility, Kevin Mitnick




8= Your Laptop



B=  Basic Work
Security Review

« Passwords
« Pass Phrases
« Clean Desk Policy

 Laptop Security




B:c Remote Work Security



Source: https://www.youtube.com/watch?v=yrfT8m0hckU



How do you protect:
 Network Connection
o To the Office
o Wireless

- Eavesdropping
o Shoulder Surfing
o Phone Calls

« Confidential Data
« Portable Media



How do you protect:
« Network Connection

o To the Office What Has

o Wireless o
- Eavesdropping Chang,ed'

> Shoulder Surfing NOthln.

o Phone Calls
« Confidential Data

« Portable Media We", MOSTLY

nothing.




How do you protect: e Use your company's VPN

« Network Connection e Do not use public Wi-Fi if possible
. To the Office e Install updates quickly (including home routers)
o Wireless

s @




How do you protect:

- Eavesdropping
o Shoulder Surfing
o Phone Calls

e Changes in threat actors
e Blocking visibility / shoulder surfing

o Stay vigilant!
According to the FBI Internet Crime Complaint Center
(1C3), victims & subjects™:

o BB% were in the same country
o  BB% were in the same state

o 38B% were even in the same city

*Driven in part by high-population areas such as Los Angeles, CA, and
New York City, NY



How do you protect:

¥ o+ = + L

e Use corporate services for e-maiil, 'm
messaging, & all other work

o Keep Work Data Off Non-Work Computers

e Lock your device before walking away

 Confidential Data



How do you protect:

e Portable Media

Now is the time for all gooc
men to come to the aid of
their country.

e Data encryption
e Portable media



Network Connection
Eavesdropping
Confidential Data
Portable Media

Physical Documents




203 YOUR Job in
Cybersecurity



What is the most

important part of
YOURORG's Cyber
Security program?




cyber_security@yourorg.com
(213) 321-1234




Good Security is Not Difficult




TEAMWORK

They’ll never know what hit them



Key Resources

- Kaspersky Cyber Map https://cybermap.kaspersky.com/

- 2018 Verizon DBIR https://www.verizon.com/business/resources/reports/data-breach-digest
- 2023 Verizon DBIR https://www.verizon.com/business/resources/reports/dbir

+  Hacker Vishing Video https:/ /[www.youtube.com/watch?v=Ic7scxvKQOo

+  Phishing IRL Video https://www.youtube.com/watch?v=wcXw3q9IL7M

«  Microsoft Phishing Button https://learn.microsoft.com/en-us/microsoft-365/security/office-365-

security/submissions-outlook-report-messages
Ellen Internet Password Video https://www.youtube.com/watch?v=Srh_TV_J144

- Time To Hack Passwords Link https://www.itsecurityguru.org/2023/05/18/time-taken-for-hackers-to-crack-
passwords-revealed/

- Coffee Shop Video https://www.youtube.com/watch?v=yrjT8m0OhcKU






Additional Resources!

CYBERSECURITY AWARENESS
MONTH TOOLKIT

« White Paper - A Comprehensive Guide to
Cybersecurity Training in Human Services

« New cybersecurity tip posters published
weekly with corresponding blogs to tell you
how to put the tip into action!

Print out this 8.5 x 11" mini-poster for your
office — whether you're working from home or

not, you'll want to keep these tips in mind
year-round.




THANK YO U!

CAW CaseWorthy,
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